© 2019 oliviastella.com

The Secret Weapon to
Fight InfoSec FUD

Olivia Stella
August 9, 2019

© 2019 oliviastella.com

Go gle B= Microsoft % Uber

Carnegie Mellon University
Software Engineering Institute

DRAGC™ (intel) NORDSTROM

Remediant

2/17/20



2/17/20

© 2019 oliviastella.com

Disclaimer
This presentation is a reflection of my experiences in industry,
personal research and a little opinion.
Nothing is endorsed or sponsored by any company that |

currently or previously worked for
(because job = money = doing cool events like Diana).
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WHY SECURITY FATIGUE IS SCARIER THAN DATING TAYLOR
SWIFT
Nov 2016
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How to Fight!

Learn how computers work and how to stay safe online
by earning these three cybersecurity badges!

Explore cybersecurity by earning
these three badges!
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How to Fight!

PoC||GTFO
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To All My Corporations (A.K.A Targets)

You're not a victim
Provide information timely

Be transparent

o The “more you know” = less worried public

Train teams outside the security department
o Who makes decision on when & how to release information?

m Legal, communications, marketing

Coordinated disclosure & bug bounty programs

o  Know what they are & how they can benefit your company
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To All My Researchers

First, thank you for all that you do!

Do your homework
o Cite references

o Show proof that you tried to contact the target company
Basics — grammar, spelling, does it make sense?
Diversify your resources

Do the best proof of concept you possibly can

o What are your roadblocks?
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To All My Researchers

e Recognize that the people reading your material are not
as knowledgeable as you

o New, stretched info sec teams
o Management

o Legal, Privacy, Communication teams

e Coordinated disclosure & bug bounty programs
o Are not the same — we know that

o Thoughts? Do we like?
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Will you join the fight?

@oliviacurls g
.
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